SA WG2 Temporary Document

Page 2

SA WG2 Meeting #135
S2-1908911
Oct 14 - 18, 2019, Split, Croatia  
Source:
OPPO
Title:
Key Issue-Remote Provision
Document for:
Approval

Agenda Item:
8.3
Work Item / Release:
FS_eNPN / Rel-17
Abstract of the contribution: This contribution proposes a new key issue for eNPN.
Discussion
This contribution provides a key issue for the following objective, and also take SA1 requirement in TS22.263 into account.
Objective:

· Study how to support UE onboarding and provisioning for non-public networks.
Related SA1 requirement:

Based on operator policy, the 5G system shall support a mechanism to provision on-demand connectivity (e.g. IP connectivity for remote provisioning). The 5G system shall support an on-demand mechanism for a user (human or software) to request on-the-spot network connectivity while providing operators with identification and security tools for the provided connectivity.

The 5G system shall support a secure mechanism for a network operator of an NPN to remotely provision the non-3GPP identities and credentials of a uniquely identifiable and verifiably secure IoT device.

Proposal

It is proposed to include the following key issue in TR 23.700-07.
* * * Start of change * * * 

5.x
Key issue: Remotely Provision of subscription and credentials

5.x.1
General description
In this scenario, a new device is out of manufacturer and brought to a new Non-Public Network by the owner. The new device may have no any subscription and credentials or have only default credentials provided by the device manufacturer. It cannot be expected that devices, are provisioned with the credentials for an NPN at the time of manufacture. IoT devices are expected to be produced agnostic to the owners. In order to access to a specific Non-Public Network and obtain the service, the new devices are required to retrieve the subscription and credentials from the specific NPN. 

It cannot be expected all the new devices have any user-interface (e.g. screen, keyboard) and have physical interface (e.g. USB). It also cannot be expected all the new devices have been equipped with other communication module, e.g. Wifi, Bluetooth.

In this key issue, at the following issues need to be considered:

· How to support secure remote provision of subscriptions and credentials for a certain NPN?

· Which entity is responsible to generate and provide the subscription and credentials, the NPN network itself, or a standalone entity?
· The associated solutions need to consider the following device characteristics:
· The device is out of manufacturer without any subscriptions and credentials or with the default credentials provided by the manufacturer.
· The device is not expected to have any user-interface (e.g. screen, keyboard) and have physical interface (e.g. USB). It is also not expected to have been equipped with other communication module, e.g. Wifi, Bluetooth.
* * * End of changes * * * 
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